
Securing bitcoin



In order to understand

HOW
We must first determine 

WHY



Security is not… 

a destination but 
an ever ongoing process



Security is not… 

about owning the right tools 
it’s about using them correctly



…single points of failure

Security is no…



Distrust & caution 
are the parents of security

- Benjamin Franklin



Security = managing risks



Risk modelling

•Identify & value your assets 
(including privacy, compartmentalisation, UX) 

•Diagram your process (risks when storing ≠ risks when moving) 

•Risk characterisation 

•Interface vulnerabilities (wrong / spoofed address) 

•Custody vulnerabilities (threats & hazards) 

•Non-physical vulnerabilities (compartmentalisation loss) 

•Consequences & likelihoods 

•Consider valuation changes



Risk model



Revised risk model



bitrot, blackmail, censorship, coercion, 
convenience, correlation, incapacitation, denial of 
access, disaster, institutional & internal theft, key 

fragility, legal forfeiture, loss of fungibility, nation-
state actor, network & personal attacks, process 
fatigue, social engineering, supply chain attack, 

systemic key compromise, transaction & user error

Risks



vulnerability consequence 
x 

vulnerability likelihood

Risk



Portfolio security risk assessment



Security up 
risk down



•Level 0: bitcoin on an exchange 

•Level 1: hot storage on closed-source multicoin wallet 

•Level 2: hot storage on open-source bitcoin wallet 

•Level 3: cold storage np multicoin USB hardware wallet 

•Level 4: cold storage on a bitcoin USB hardware wallet 

Level 0 - 4: basic security

21 bitcoin security levels



•Level 5: air gapped hardware wallet, verifiable firmware 

•Level 6: analog-only air gapped stateless cold storage 

•Level 7: single seed + passphrase 

•Level 8: Shamir’s secret sharing 

•Level 9: Shamir’s secret sharing, steel backups

Level 5 - 9: single seed improvements

21 bitcoin security levels



•Level 10: 2/3 hybrid multi-sig, 1 hot key 

•Level 11: 2/3 full cold multi-sig 

•Level 12: full cold multi-sig, encrypted/offline descriptor 

•Level 13: 3 key decaying/expanding multi-sig 

•Level 14: 3/5 hybrid multi-sig, 1 hot key

Level 10 - 15: basic multi-sig

21 bitcoin security levels



•Level 16: 3/5 multi-sig with self-generated seeds 

•Level 17: 3/5 taproot multi-sig 

•Level 18: 3/5 multi-sig, conjoined UTXOs 

•Level 19: own node, TOR 

•Level 20: tamper evident sealing, multiple jurisdictions, decoys, health checks

Level 16 - 21: advanced multi-sig

21 bitcoin security levels



•Level … : dedicated air gapped coordinator, dead-man switch, red team 
testing, on-location security, network separation & hardening, glacier 
protocol, fallback networking, layered encryption, redundant power 
backups and much more…

21 bitcoin security levels



Securing the network

•Privacy (surveillance companies run nodes) 

•Validation transactions (counterfeit bitcoin) 

•Changing rules of the game (forks) 

•Strengthening the network 

•Lightning 

•Knowledge

Why to run a node



Securing the network

•Bitcoin Core 

•DIY (Raspberry Pi) 

•Raspiblitz, MyNode, Umbrel, Citadel, StartOS 

•Pre-built 

•Raspiblitz , MyNode One, Nodl, Start9 Server One

HOW to run a node







Connecting your node to your wallet
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• Bitcoin.org: securing your wallet


• Jolly Roger’s security guide for beginners


• Casa: Do’s and don’ts of bitcoin key management


• Nau: triple Sec


• EFF: surveillance self-defense


• NSA: Hardening network devices

Security is an ever ongoing process…

https://bitcoin.org/en/secure-your-wallet
https://www.lopp.net/pdf/Jolly_Rogers_Security_Guide_for_Beginners.pdf
https://blog.casa.io/the-dos-and-donts-of-bitcoin-key-management/
https://nau.github.io/triplesec/
https://ssd.eff.org/
https://media.defense.gov/2020/Aug/18/2002479461/-1/-1/0/HARDENING_NETWORK_DEVICES.PDF

