o multi-sig

from mystery to mastery
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Rob Segers

www.bitsaga.be » Software engineer

@BitsagaRob » >10 year in bitcoin

@Bitsaga » Fintech startup founder
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Disclaimer:

» Not here to convince

» Not here to sell

INFORM
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» Theoretical background

» Practical action
» Tools
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“Your keys, your Bitcoin.
Not your keys, not your Bitcoin.”

» Value
» FUD
e External (hacks, bankruptcies, seizures)
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Inspired by Michael Flaxman - btcguide.github.io 3iTSAGA
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Single-sig wallet
—X—@

Generally, 3 types of wallets

Single-sig passphrase wallet

v
_\W:ﬁf&_ G » Single signature

. » Passphrase
Multi-sig wallet
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single-sig
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multi-sig

THE NUMBER OF KEYS
REQUIRED TO SIGN

THE TOTAL NUMBER
OF KEYS
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KEYS REQUIRED KEYS REQUIRED

TOTAL KEYS TOTAL KEYS
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VULNERABLE TO LOSS AND THEFT

VULNERABLE TO THEFT

VULNERABLE TO LOSS

UNNECESSARILY COMPLICATED FOR
MOST PEOPLE — GOOD FOR SPECIFIC
BUSINESS APPLICATIONS

BEST ARRANGEMENT FOR MOST PEOPLE
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Fault tolerance
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Single-sig wallet Passphrase wallet

Single sig wallet
» Single key

» Single point of failure

Passphrase wallet (BIP-39)
» Key + passphrase
» Single point of failure (key)

» Single point of failure (passphrase)
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Multi-sig wallet (2/3)

OUTPUT Multi-sig wallet
DESCR.

» Multiple private keys AND descriptor!

» No single point of failure

OUTPUT Output descriptor
DESCR.

» Public wallet information (xpubs)

OUTPUT

DESCR. » Leaking output descriptor = privacy risk

» Critical to back-up, often misunderstood
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Hardware & software risks
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Single signature wallet

» Single points of failure

» Ways to mitigate
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“igelndex) options.interval = false

(‘tanget, options) Single signature wallet

“Indey) ¢ Trust the code

(‘b .
**CAnouiens .. Supply chain attacks
Retirement attacks

Software attacks

Manual entropy
Check on 2nd device
Check on 2nd device

Visual check input/output

Verify software
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Ways to mitigate
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Physical risk protection

» Lost & stolen private key

» Fault, damage, exposure, tampering

» Inheritance planning opportunities

Software risk protection

» Don’t trust: decentralised code (multi-vendor)
» Built-in address verification
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Output descriptor
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Under the hood

Creating a 2-of-3 P2SH multisig address bitcoin-cli -testnet decodescript 522103ede722780d27b05f0b1169ef\
c90fa15a601a32fc6c3295114500c586831b6aaf2102ecd2d250a76d204011de\
bi[tcoi"'c'i -testnet createmultisig 2 ™ 6bc365a56033b9b3a149f679bc17205555d3c2b2854121022d609d2f0d359e5b\
" ibLRSIAW1MY8oubvs4 SMENHNFXxCooehQ" c0e5d0ea20ffof5d3396cb5b1906aa9c56a0e7b5edc0c5d553ae
"02ecd2d250a76d204011debbc365a56033b9b3a149f679bc17205555d3c2b2854f",
Fmt17cV37fBqZsnMmrHnGCm9pM28R1kQAMG" | {OP_CHECKMULTISIG,
1= "reqSigs" : 2,
"type" : "multisig",
Result "addresses" : [
{ "mjbLRSidW1MY8oubvs4SMEnHNFXxCcoehQ",
"address" :|"2MyVxxgNBk5zHRPRY2iViGRJHYZEp1pMCSq" "mo1vzGwCzWqteip29vGWWW6MsEBREuzW94",
‘redeemScript”: [*mt17cV37fBqZsnMmrHnGCm9pM28R1kQdMG" |

"522103ede722780d27b05f0b1169efc90fa15a601a32fc6¢3295114500c58683 1b6aaf2102e
cd2d250a76d204011debbc365a56033b9b3a149f679bc17205555d3¢2b2854121022d609d2f
0d359e5bc0e5d0ea20ffof5d3396chb5b1906aa9c56a0e7b5edc0c5d553ae”

} }

],
"p2sh" :1"2MyVxxgNBk5zHRPRY2iVjGRJHYZEp1pMCSq"
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Output descriptor

Backup Multisig Wallet?

Torestore this multisig wallet, you need at least 3 seeds and ALL of the xpubs! For the xpubs, it
is recommended to backup either this wallet file, or the wallet output descriptor.

The wallet output descriptor contains all 5 of the xpubs and is shown below. Alternatively, use
the Export button below to export the Sparrow wallet file.

wsh(sortedmulti(3, [6a5d3282/48h/0h/Bh/2h]xpub6Emrd6k7HTbpcjZWPCcnB9rKTuwkamz4hhPkpdn
bDxkXt7Wa1CjgJU8yDV7PEg9aKbjye7BQ6ZbC7PX2GdYF3YPV4Awztm5Rsn3oDnvveZ3k/<0;1>/*, [1c1a83
71/48h/Bh/0h/2h]xpub6F8sRsUQ7UbcAiL4ZYCttWESnkiGCDxkpHKWpReqTEbdwEmMS jYPTxQyGR4deE jvo
3GZfcNNawwGA1JghNOhDSTVpQq8dXwLdK7VgLhMjp8f /<0 ;1>/*, [126¢cf4f5/48h/0h/Bh/2h ] xpub6DhcE
qqABkyVT7aaQgKScVWWs8Zn1XuJNeK22g18ygbEi7sp5SuFJxvNVHxcBBQdEthJQSEBRCujtyFofcCxySmoBY
zQFOMIYKMNqp3bid4VU/<@;1>/*, [9fa5deeb/48h/0h/Bh/2h]xpub6EATjeXfzWnK3csfUxFpRRC2kWacvV
KNPYMDP7gjqUmnyXaiYXCswfZsGmsfAsCsZuUciTULttHTVP6bC1gS5ysncUbnRX9GoydDpDYHW3r /<09 ;1>/
*, [df@c9c49/48h/Bh/Bh/2h] xpub6EfXHm8eKkzZPZSxSnDvKRMiJPUwANNXCWGjbccsawbkpX7Yg4AWjeb
JTPtgNTrEAUYbpUc1YgVh51smzEVc9PqSbVpoStLitgpWeikropc/<8;1>/%*) )#4uBgtB7q
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The bitcoin way

Decentralization

~\
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Storing bitcoin on exchanges is un-bitcoin

Storing bitcoin in single sig is un-bitcoin
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» Mobile & desktop

» Guided setups

» Collaborative custody

» Young tools
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PASsSPORT W

» Airgapped devices

» QRs =game changer
e Transaction (PSBT - BIP174)
e Adress
e Seed
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» Create 2/3 multi-sig wallet

» Add 3 keys

» Receive and send

» Backup and restore
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20:29 CER N 45

Wallets

Add a wallet

It's free, and you can create
as many as you like.

Transactions

Your transactions will appear here.
Start with your wallet.

— Scan
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20:30 wl v @
X Add Wallet
Name

Bitsaga Bitplanner demo

Type

B

Simple and powerful Bitcoin wallet

@ Multisig Vault

Best security for large amounts

Create

Import wallet

20:30 H

L)

A Vault is a 2-of-3 multisig wallet.

It needs 2 vault keys to spend and a third one you
can use as backup.

Vault Settings N
Best practice, 2 of 3 quorum

@

Let's start

20:30 0 S @3
@ Help

1 Vault Key 1

E Create New

Import

2 VaultKey 2

3 VaultKey 3

Create

SITSAGA




0

PASSPORT
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B MANAGE ACCOUNT
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PASSPORT
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PASSPORT
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13:08 HEE S 27 ] 13:08 BERCH 27 3
<
@ Help @ Help
0 Vault Key 1 Share... Q Vault Key 1 Share...
2 VaultKey 2
% Create New Insert a seed to import your existing Vault key.
|
i | Import
3 VaultKey 3
Import
Create
Scan or import a file
| |
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— % ,~il§ .
Tools l,,, "7'-

settings

@,} Mnemonic Length?
-~
R £
- Q < 5f6002f8

Classified Infol - o L Al -
Never input your seed ExportXpub "jmm
phrase into a device that >~ Y, Ridress WQ

connects to the Internet. = i
_ Discardsced "ﬁ
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® export xpub e . -

( sngese D) : )
& Cusien — (€) Xpub Detalls
Fingerprint
Privacy — e2c818ea
— & w» Derivation #
m/48'/0n 2
Xpub can be used to view »  Xpub
all future transactions. - ZoubT4ErRqw >
| Understand
#F
~
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< <

Help
° VaultKey1  Share... a Vault Key 1 Share...
° VaultkKey2 ~  Share...

3 VaultKey 3

eeeeee
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20:33 v S 6D
© Help
0 Vault Key 1 Share...
° Vault Key 2 Share...
° Vault Key 3 Share...
Create
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Create MS wallet
Add keys

Send and receive
Backup and restore

7
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Receive

Total Balance

0 BTC

Manage eys l
Add
o BTC It's free
as man
Latest Transaction
Never

Transactions

Your transactions will appear here.

Transactions

bcigxgafOx4wtfsldekmh70pmjtyx0g8c9ah3u
56d9uevgd5cm7xu6xg6qq5lg

Your transactions will appear here.
Start with your wallet.

Receive with amount

Receive
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" Manage Keys — 0.00098322 BTC

bclgzkefllgwspc92adaéh0ajvsnzO... 5 Scan
€56.12

Transactions Back to demo proxy bclgz kefllgwspc92ada
6h0ajvsnz097hp9t0 mcdmy

a Vault Key 1

aminute ago 0.00099372
Conf: 2

2 VaultKey 2

Provide signature

Fee: €0.60 - 0.0000105 BTC

Confirm

M Receive
select wallet >
Multisig Vault
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098,322 sats
bclgzke fllqwsp
c92ada6h@ajvsnz
097hp9 temcdmy

99,372 input
-98,322 recipient
= 1,050 fee

@ sats change

® signpser
Click to authorize this
transaction

BRI A A S S S SRR SR
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09:42 HERC 65 09:43 EERC 65 09:59 HERC 65

< Send < Confirm Details

Total Balance

0 Brc

0.00098322 ;.

Ad
S €56.12 o
— as m)
bc1qgz kefllgwspc92ada To ~
: Latest Transaction
. ChTHEESETTEND TEeiy bc1gzkefllqwspc92adabh0ajvsnz097hp9tOmed 13 minutes ago /N
my
0 Vault Key 1
0 Vault Key 2 Transactions
13 minutes ago
Fee: €0.60 - 0.0000105 BTC o 9 -0.00099372
Confirm y 29 minutes ago 0.00099372

Conf: 6

Export Signed PSBT

Fee: 0.0000105 BTC (€0.60)

Send now
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Create MS wallet
Add keys
Send and receive

v v VvV Vv

Backup and restore
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< Wallet Save

Wallet Export Import

how many signatures can BlueWallet make
1
Please enter your seed words, public key, WIF, or

Multisig Vault anything you've got. BlueWallet will do its best to
transactions guess the correct format and import your wallet.

Display in Home Screen
transactions count
2

derivation path

m/48'/0/0'[2'

Show addresses

Export/Backup

Export History to CSV Import

# BlueWallet Multisig setup file
# this file may contain private information Scan or import a file
Export Coordination Setup #
Name: Test
Policy: 2 of 3
Derivation: m/48'/0'/0'/2"
Format: P2WSH

View/Edit Co-signers
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» Many changes in multi-sig past years

» Still advanced but way more accessible

» Learn, practice & start small
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§, Liana

2/3 1/3

299 999 999

I —

& 6 Months
¥ 12 Months

vy IRIA!

¥ 3 Months

Advanced multi-sig

» Expanding multi-sig
» Decaying multi-sig

» Timelocked keys
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Thank you for your attention!

rob@bitsaga.be
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