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Disclaimer: 

▸ Not here to convince 

▸ Not here to sell 

INFORM

Multi-sig: mystery to mastery agenda



▸ Theoretical background 
▸ Practical action 
▸ Tools

Multi-sig: mystery to mastery agenda

Pierce through the perceived complexity of 
multi-sig to increase peace of mind
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Inspired by Michael Flaxman - btcguide.github.io

People worry about their bitcoin

▸ Value 
▸ FUD 

• External (hacks, bankruptcies, seizures) 
• Internal (loss, mistakes, intrusion)



People worry about their bitcoin
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▸ Value 
▸ FUD 

• External (hacks, bankruptcies, seizures) 
• Internal (loss, mistakes, intrusion)



Bitcoin wallet types

Generally, 3 types of wallets 

▸ Single signature 

▸ Passphrase 

▸ Multi signature

Single-sig wallet

Multi-sig wallet

Single-sig passphrase wallet

PASS-
PHRASE+



single-sig



multi-sig









Fault tolerance



Fault tolerance

Single sig wallet 

▸ Single key 

▸ Single point of failure 

Passphrase wallet (BIP-39) 

▸ Key + passphrase 

▸ Single point of failure (key) 

▸ Single point of failure (passphrase)

Single-sig wallet

Passphrase 
• adds security 
• adds a single point of failure (2/2)
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Single sig & passphrase



Multi-sig wallet  

▸ Multiple private keys AND descriptor! 

▸ No single point of failure 

Output descriptor 

▸ Public wallet information (xpubs) 

▸ Leaking output descriptor = privacy risk 

▸ Critical to back-up, often misunderstood

Multi-sig mitigates 
• Single point of failure 
• Physical & software risks

Multi-sig wallet (2/3)

OUTPUT 
DESCR.

OUTPUT 
DESCR.

OUTPUT 
DESCR.

OUTPUT 
DESCR.

OUTPUT 
DESCR.

PIN

PIN

PIN

PIN

PIN

PIN

PIN

PIN

PIN

PIN

PIN

PIN

PIN

PIN

PIN

Fault tolerance
Multi-sig



Hardware & software risks



Single-sig hardware risks

Risk Best practice

Loss Back-up

Fault Reset and recover

Damage Back-up in steel

Exposure Secure location

Tampering Secure element

Inheritance ?

Single signature wallet 

▸ Single points of failure 

▸ Ways to mitigate

Mitigating single-sig hardware risks 
can be a challenge



Mitigating single-sig software risks 
can be a challenge

Risk Best practice

Compromised seed generator Manual entropy

Mismatch seed / private key Check on 2nd device

Malicious receive address Check on 2nd device

Malicious send address Visual check input/output

Compromised software Verify software

Single signature wallet 

▸ Trust the code 

▸ Supply chain attacks 

▸ Retirement attacks 

▸ Software attacks 

▸ … 

▸ Ways to mitigate

Single-sig software risks



Multi-signature exponentially adds security 
while adding only a little complexity

Physical risk protection 

▸ Lost & stolen private key  

▸ Fault, damage, exposure, tampering 

▸ Inheritance planning opportunities 

Software risk protection 

▸ Don’t trust: decentralised code (multi-vendor) 

▸ Built-in address verification 

Multi-sig wallet

Multi-sig mitigates risks by design



Output descriptor



Under the hood



Output descriptor



The bitcoin way



Storing bitcoin on exchanges is un-bitcoin

Storing bitcoin in single sig is un-bitcoin



▸ Mobile & desktop 

▸ Guided setups 

▸ Collaborative custody 

▸ Young tools

New software has simplified multi-sig

Multi-sig: software



▸ Airgapped devices 

▸ QRs = game changer 
•     Transaction (PSBT - BIP174) 
•     Adress 
•     Seed

New hardware has simplified multi-sig

Multi-sig: hardware



Let’s walk the talk



▸ Create 2/3 multi-sig wallet 

▸ Add 3 keys 

▸ Receive and send 

▸ Backup and restore

Multi-sig: mastery



Multi-sig: Blue



Multi-sig: Blue



Create multi-sig wallet & add key 1 (hot)



Add multi-sig wallet key 2 (cold)



Add multi-sig wallet key 2 (cold)



Add multi-sig wallet key 2 (cold)



Scan Xpub QR to add key 2



Add multi-sig wallet key 3 (cold)



Add multi-sig wallet key 3 (cold)



Add multi-sig wallet key 3 (cold)



Add multi-sig wallet key 3 (cold)



Scan Xpub QR to add key 3



Multi-sig wallet keys added



Let’s walk the talk

▸ Create MS wallet 
▸ Add keys 
▸ Send and receive 
▸ Backup and restore



Multi-sig wallet receive



Multi-sig wallet send: sign with hot key



Multi-sig wallet send: sign with cold key



Multi-sig wallet confirm send



Let’s walk the talk

▸ Create MS wallet 
▸ Add keys 
▸ Send and receive 
▸ Backup and restore



Multi-sig wallet backup



▸ Many changes in multi-sig past years 

▸ Still advanced but way more accessible 

▸ Learn, practice & start small



▸ Expanding multi-sig 

▸ Decaying multi-sig 

▸ Timelocked keys

Advanced multi-sig



Questions?

Thank you for your attention!

rob@bitsaga.be

mailto:rob@bitsaga.be

